Beb6-cepBep, NPOKCU U TYHHENUPOBAHMUE
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UTto Takoe Be6-cepBep?

HTTP Be6-cepBep — nporpaMmmHoe obecneyeHne, KOTOPoe NPUHUMaeT
HTTP-3anpocbl OT KNneHToB, 06pabaTbiBaeT u Bo3Bpaw,aeT HTTP-oTBeTHI

MpuHUMN paboThbi:

1. KnuenT otnpaenaet HTTP 3anpoc
2. Beb-cepBep obpabaTbiBaeT 3anpoc u Bo3Bpaw,aet HTTP oTeeT

Mpumepbl Be6-cepBepoB:

® Apache
® Nginx
® Python http.server
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Request

POST / HTTP/1.1

Host: developer.mozilla.org
User-Agent: curl/8.6.0
Accept: */*

Content-Type: application/json
Content-Length: 345

{
"data": "ABC123"

}

——— Start line ——

———— Headers

—

—_—

Empty line ——

Body

—_—

B ——

Response

HTTP/1.1 483 Forbidden

Server: Apache

Date: Fri, 21 Jun 2024 12:52:39 GMT
Content-Length: 678

Content-Type: text/html
Cache-Control: no-store

<!DOCTYPE html=>
<html lang="en">
(more data..)

https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/Messages
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/Messages

Uniform Resource Identifier (URI)

Cxema A”th'_ ority flyms 3anpoc ®pazmenm

foo://username:password@example.com:8042/over/there/index.dtb ?type=animal&name=narwhal#nose

H Kntou Koy
Xocm i

Userinfo Mopm 3Ha4eHue 3Ha4veHue

https://habr.com/ru/articles/190154/
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https://habr.com/ru/articles/190154/

JeMOoHCTpauuma: 3anycTum npocrou Beb-cepsep

YTo nokaXkem:

® 3anycKk CTaTUYeckoro U AUHamMmu4eckoro Beb-cepeepa
® O6palwieHune K Beb-cepBepy 13 bpay3epa, developers tools

® O6palweHune K Beb-cepBepy € nomoLbHo curl
Ademo-peno3utopuis:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

Mpokcu cepBep — cepBep-NOCPEAHUK MEXAY KNMEHTOM (KTO 3anpalunsBaeT
pecypc) 1 cepBepoM (KTO NpeaocTaBnseT pecypc)

Forward proxy: Reverse proxy:
® KnueHT = lNpokecu > NIHTepHeT ® HTepHeT - lMpokcu > CepBep
® CKpbIBaeT KNUeHTa OT cepBepa ® CKpbiBaeT cepBep OT KNUEHTA
® [lpumep: KOPNOPATUBHbIN ® [lpumep: nginx nepeg,
NpoKcK NPUNOXXEHUEM
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| Forward Proxy vs. Reverse Proxy

Forward Proxy Reverse Proxy
LAN
User A User B User C
User A User B User € — v «—

Forward Proxy

i EEE N’ NGINX

4 Reverse A
<+ —» Proxy

Web Server A Web Server B
Web Server A Web Server B LAN
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https://youtu.be/4NB0NDtOwIQ?si=PTjH0R9xBrfBxlBr

J.eMOoHCTpaumsa: nginx B KauecTBe reverse proxy

YTo nokaXkem:

® MapLpyTu13auma rno nopTam
® MapuwpyTtusauua no path

® MapuwpyTtumsauma no 3aronosky Host
Ademo-peno3utopuis:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

TyHHEﬂMpOBaHME'—-TEXHOHOFMH MHKancynAaAlum ogHoro CeTeBoro npoTokona B
.D,DYFOVI AnAa co340aHUA KaHana nepenayun AaHHbIX

HasHaueHue:

® O6xop ceTeBbix orpaHuyeHuii (NAT, firewall)

® Ob6ecneyeHue 6e30MNaCHOCTU NeEpenayun gaHHbIX
MpuHUMN paboThbi:

1. NcxopHbIn TpaduvK ynakoBbIBAETCA B APYron NpoToKonN
2. lNepepaeTcsa Yyepe3 NPOMEXKYTOUHbIN CEpBep
3. PacnakoBbIBaeTCHA Ha CTOPOHe nonyyaTens
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Local Machine

Remote Server

ssh -L 3307:localhost:3306 root@remotehost
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Slaver

192.168.1.101
{private network)

1. You can not access the
slaver behind firewall or NAT
directly

https://github.com/aploium/shootback
a reverse TCP tunnel let you access target behind NAT or firewall

4.The Master is an
Slaver Internet server, which
192.168.1.101 listens slaver’s and
{private network) b.Your connectio your connections
ill be tunneled to
laver by reusing
it's TCP
connection.

2. But slaver can take
the initiative to access
the Internet

3. In shoothack case, it
will connect to the Shootback is completely
Master transparent to you.

‘ python slaver.py -m 22.33.44.55:10008 -t 127.0.8.1:22
ssh 22.33.44,55 -p 18022

|| python3 master.py -m 0.0.0.0:16600 —c 0.0.6.0:16022

6.Now you have the
access to the slaver
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AemoHcTpauusa: TyHHenupoBaHue yepes SSH

YTo nokaXkem:

® 3anyck Beb-cepBepa Ha yaoaneHHOW MalUnHe
® Co3paHue SSH TyHHenA: nokanbHbIA NOPT = yOaNeHHbIN cepBuc
® JlocTyn K yAaneHHOMy CepBepy Yepes noKarnbHbIN NopT

® [lepeHanpaBneHune 3aNpoCoOB C yAaNneHHOro cepsepa Ha NokanbHbIA NOPT
demo-peno3utopui:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

FRP: reverse proxy + TyHenb

Fast Reverse Proxy (FRP) — 06paTHbIi1 NpoKcK cepBep C NoAAep Ko
TYHHENUPOBAHUA [0 KNUEHTOB

Boamo)xHoctu FRP:

® HTTP TyHHENnu

® TCP TyHHenu

® UDP TyHHEnu

® PaboTta uepe3 NAT u firewall

ApxuTeKTypa:

KnuneHnT > FRP Server < FRP Client < CepBep
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User

User

User

Y

frps with public IP address

tcp or http
service

tcp or http
service
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AemoHcTpauusa: FRP B pencreum

YTo nokaXkem:

® YcTaHoBKa 1 HacTponka FRP knueHTa
® Co3paHue HTTP TyHHena ona Beb-cepBepa
® Co3paHue TCP TyHHensa gna SSH pocTtyna

® [locTyn K BHYTPEHHUM CEPBUCAM Yepe3 BHeLUHUA AOMeH
demo-peno3utopui:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

YT0 3anOMHUTb

® HTTP — ocHoBa Be6-KOMMyHUKaLmu (3aronoBKM, CTaTyC KoAbl)
® Forward Proxy — KNUeHT > NPOKCU > UHTEPHET
® Reverse Proxy — vHTEpHET > NpoKcu > cepeep

L] TyHHEHMpOBaHHe-CO3ABHMeKaHaﬂaHEPEABHMABHHHXHEDE3CETb

Bonpochi?
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