KoHTeHepusauua
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UTOo Mbl MMEeM nocne NPoLWnbIX NeKuun

Hauw CI/CD pipeline pa6oTaer:

® Git push > aBTomaTuueckuin gennomn yepe3 GitHub Actions
® Ansible HacTpamBaeT nginx Ha cepBepe
® deploy.sh konupyeT daiinbl NPUNO>XXKeHus

Ho ecTtb npobnema:

TecToBbIN 1 OCHOBHOM CAaUT HAXOAATCA Ha8 OAHOM CepBepe U ynpaBnarTCA
O4HUM NginXx.
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Mouemy 310 Nnpobnema?

Hawa TeKyw,aa cuTyauus:

® MpopakwH — app.prafdin.course.prafdin.ru > /var/www/demo

® Tect — app-test.prafdin.course.prafdin.ru > /var/www/demo-test
® [lBa cepBep 6noka B ogHoM nginx.conf Ha nopTy 8181

® OpuH npouecc nginx o6cny>knBaeT 06a OKPy>KeHUs

Mpo6neMbl OTCYTCTBUSA U30ONALUMU:
® lMepe3anyck nginx — pebyT TecTa NpepbIBAaeT NPOAAKLUH

L] BEPCMH nginx — Henb3A TeECTUPOBATb obHoBnNeHnA 6e3onacHo

Bonpoc: Kak MU30nMpoBaTb NPUNOXXEHUA OpPYyr OT apyra?
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Bo3mo>KHble pelueHus

Kak M0O>XHO pewuuTb npo6nemy usonauuum?

® OTaenbHbie MALWMUHbI — U3bITOYHO ANA HALWEro Cnyyas
® Pa3Hble npoueccbl NginX — CNOXXHO HAaCTPauBaTb

® KoHTelHepu3aumMsa — MHOYCTPUANbHbIN CTaHOAPT

3/16



aKoe KOHTelnHepu3sauuna?

KoHTeilHepu3ayuua — TeEXHONOMNA N30NALUN MPUNOXKEHUIN C UX 38BUCUMOCTAMMU
B OTOEeNbHbIE UCMONHAEMbIE eaUHULLbI.

KoHTeitHep — NpoLEecc unum rpynmna NpoLeccoB, 3anyLeHHbIE B U30MMPOBAHHOM
OKpY>KEHUMW.

U3onauusa Ha ypoBHe:

® lMpoueccoB — y KaXka0ro KOHTeHepa CBOE fepeBO NPOLLECCOB
® CeTu — y KaXXA0ro KOHTeHepa CBOU ceTeBble UHTepdencCbl, HACTPONKMU
MapLUpyTM3aumm
® PecypcoB — cpu, ram, 10
® danoBON CUCTEMBbI — Y KaXk[0ro KOHTenHepa cBoA (pannoBaa cucTtemMa
® ... — 3 TaKXKe MHOro Apyrmux MexaHusmos A4pa
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KoHTenHepbl vs BUpTyanbHbie MallUHbI

BupTyanbHblie MalUUHbI KoHTeiHepbI
® [MonHasa OC gnsa Kaxgoro ® O6uwee agpo OC
NpUnoXeHun ® MwuHuManbHbI overhead
® bonboin overhead ® BLICTpbIit CTapT (CeKyHAabI)
® MenneHHbIN CTapT ® I30nAuMA Ha ypOBHE NpOLLeCCOB

® l130nAuusa Ha ypOBHE Xenesa
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KoHTenHepbl vs BUpTyanbHbie MallUHbI

Containers are isolated,
but share OS and, where
appropriate, bins/libraries

VM ...result is significantly faster deployment,
much less overhead, easier migration,

faster restart

Container

Host OS

Server

Server

https://dzone.com/articles/evolution-of-linux-containers-future
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https://dzone.com/articles/evolution-of-linux-containers-future

Cnocobbl paboTbl C KOHTEMHEPAMMU

cyI.I.I,ECTBVET HECKONbKO TeXHONOrumn KOHTEﬁHepMBBI.I,MM:

® Docker — camana nonynAapHas nnatdopmMa KOHTeHepu3aLumum
® Podman — anbTepHaTtuBa Docker 6e3 npemoHa

@ LXC/LXD — cucTeMHble KOHTeNHepbI
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F( Docker Arcl«ﬁtecture}

- Command-line clients
using dockerd API

- Focuses on being a
"higher-level runtime"

- Uses "low-level" container
runtimes (including OCI)

- Manages networking via CNI
plugins (e.g., bridge, ipvlan)

- Cannot build images,
but is used for building!

containers accordi
OCI Runtime Specification

- runc is a CLI for spawning
totl

dockerd
container "engine"
(long-lived daemon)

!

|

containerd
container "manager"
(long-lived daemon)

- It prepares for
container including creation
of namespace

- starts (fork/exec) container
process and then exits!

ocr
runtime [—p
(runc)

- Focuses on Developer Experience

- Handles higher-level tasks
(login, build, inspect, attach, etc.)

- Has orchestration support (Swarm)

- Can build SBOMs and scan
for vulnerabilities (Scout) )

- Abstracts low-level runtimes
- Lives as long as a container process
- Intercepts container STDIN, STDOUT,

and STDERR streams and redirects
them to logs

- Powers “docker attach™ functionality

- Containers are regular Linux processes

- A container can outlive dockerd daemon
(see "live-restore")

- Containers see a virtualized OS around
them (fs, net, pid, uid, etc. namespaces,
veth and bridge network devices, etc.)

https://labs.iximiuz.com/challenges/docker-install-on-ubuntu
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KnroueBble abcTpakuuu Docker:

e Container — npowLecc unu rpynna npoLeccoB, 3anyLLeHHbIE B
N30NMPOBaHHOM OKPY>KEHUU

® Image — WwabnoH KOHTENHEPa, COAEPXKALLMUA CHUMOK (hannoBOn CUCTEMBI U
MeTafaHHbIe

® Dockerfile — nHcTpykummu ans c6opku obpasa (image)
MpuHuMn paboTbl:

1. OnucbiBaem Kak cobpaTtb 06pa3 B Dockerfile
2. Cobupaem obpas u3 Dockerfile
3. 3anyckaeMm KoHTenHep u3 obpasa
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Docker koHTenHep

namespaces, cgroups, etc.

Isolation -----cu---
D4
process 1 ;»
stdout
&
D] stderr
<]
' logs
S e e e e c e e cccccccccc e ccccce—e———— >
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https://labs.iximiuz.com/tutorials/docker-container-management-commands

Docker Registry

Docker Registry — 310 cepBep onA XpaHeHUsA U pacnpoCcTpaHeHuUn
Docker-o6pa3os.

Mpumepsbl:

® Docker Hub

® GitLab Registry

® GitHub Container Registry
® Harbor

OcHOBHbIe onepauuu:

® Push — 3arpy3ka 06pa3a B yaaneHHbIN registry
® Pull — ckauuBaHue obpasa u3 registry
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Docker Image

/[(‘.on'tojnef Image Nowme Fomo:tj
[Rimiuz Labs

fully qualified i{nage reference

defines the repository in
the registry

WTTP AP
registry gher.io
remote repository tag and digest

define a single
image buld

(sha2s6:64e1ba ... ) sha2se: ...

.another repository

( shazse: ... ][ sha2se: ...

Short image names.
are just a handy

naming convention!

docker pull nginx
... nginx:latest e e

. library/nginx nginx image!

. library/nginx:latest

. docker.io/library/nginx

... docker.io/library/nginx:latest

. J

Popular registry domains

docker. 0 Docker Hub
gher. 10 GitHub Container Registry
quay. 1o Red Hat Quay

public.ecr.aws  Amazon ECR Public

https://labs.iximiuz.com/challenges/build-and-publish-container-image-with-docker
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AemoHcTpauua: Docker Image, Container, Registry

YTo noka)kem:

1. YcTpoicTBO CNOEB nmemxen
2. ba3oBas paboTa c KoHTeHepamu yepes docker cli
3. Pabota c docker registry

demo-peno3uTopui:
https://github.com/prafdin/devops-course-demos/tree/docker
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https://github.com/prafdin/devops-course-demos/tree/docker

AemoHcTpauusa: KoHTenHepusauma CauTa

YTo noka)kem:

1. Dockerfile pna canTa
2. PaboTta c koHTeriHepamu Yepe3 docker cli

3. Ucnonb3oBaHue KoHTenHepa B CI/CD nannnanHe

demo-peno3uTopui:
https://github.com/prafdin/devops-demo-website/tree/docker-demo
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dBontouua Hawero pipeline

Bbino: Crano:

® Ansible yctanaBnuBaeTe nginx ® Ansible yctaHaBnuBaeT TONLKO
® deploy.sh konupyeT dalinsl docker
® Docker build, push B pipeline

® 3anyck Ha cepeepe
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YT0 3anOMHUTb

® KoHTeiHepu3auma — KNoueBon NPUHLUN COBPEMEHHOMN UH(PACTPYKTYpbI

® KoHTeliHepu3auuA pellaeT Nnpobnembl NEPEHOCUMOCTU U KOHDNUKTOB
33aBMCUMOCTEN

o KoHTeiHepu3auuA CTaH[apTUSMPYET OKPY>KEHUe 1 yrpoLaeT
pa3BepTLIBaHME

Bonpochi1?

16/16



	Проблема изоляции
	Что такое контейнеризация?
	Docker в CI/CD
	Заключение

