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https://yandex.cloud/ru/blog/posts/2023/05/devsecops-pipeline
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https://yandex.cloud/ru/blog/posts/2023/05/devsecops-pipeline
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https://yandex.cloud/ru/blog/posts/2023/05/devsecops-pipeline
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https://yandex.cloud/ru/blog/posts/2023/05/devsecops-pipeline
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@ Manually Performed *Though the visual gives an impression of alinear flow from one stage to another, a bidirectional feedback loop exists between stages.

https://devsecops.pagerduty.com/secure_sdlc/
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https://devsecops.pagerduty.com/secure_sdlc/

DevSecOps

DevSecOps - cnocob opraHusauum pabotsl IT KoMmaHpg,

BkntouaeT:

® Bce npuHuunbl DevOps

® llcnonb30BaHWe NPOBEpPOK 6e30MacHOCTU Ha KaXka0M 3Tane paBpEIGOTKVI

Llenb DevSecOps: 6bicTpan, HapexxHas 1 6esonacHana gocrtaeka N0
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Pre build npoBepku

Secret Detection:
® GitHub Secret scanning
® gitleaks
® git-secrets

Static Application Security Testing (SAST):
® CodeQL
® SonarQube
® PVS Studio

Software Composition Analysis (SCA):
® Trivy
® Grype

® Solar appScreener
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https://docs.github.com/en/code-security/secret-scanning/introduction/about-secret-scanning
https://github.com/zricethezav/gitleaks
https://github.com/awslabs/git-secrets
https://codeql.github.com/
https://www.sonarsource.com/products/sonarqube/server/
https://pvs-studio.com/en/pvs-studio/sast/
https://trivy.dev/
https://github.com/anchore/grype
https://rt-solar.ru/products/solar_appscreener/

Test time npoBepku

Dynamic Application Security Testing (DAST):

® OWASP Zed Attack Proxy (ZAP)
® PT Application Inspector
® git-secrets

Interactive Application Security Testing (IAST):

® Synopsys Seeker

® PT Application Inspector
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https://www.zaproxy.org/
https://global.ptsecurity.com/en/products/ai/
https://github.com/awslabs/git-secrets
https://codeql.github.com/
https://global.ptsecurity.com/en/products/ai/

Post deploy npoBepku

Web Application Firewall (WAF):
® openappsec
Runtime Application Self-Protection (RASP):

® OpenRASP
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https://www.openappsec.io/
https://github.com/baidu/openrasp

CcbinKM nNo Teme

® https://yandex.cloud/ru/training/devsecops
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https://yandex.cloud/ru/training/devsecops

