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UTto Takoe Be6-cepBep?

HTTP Beb-cepBep - nporpaMmmMHoe obecrneyeHne, KOTOPOE NPUHUMAET
HTTP-3anpocbl 0T KNnueHTOB, 06pabaTbiBaeT u Bo3BpaLwaeT HTTP-oTBETHI

MpuHUMN paboThbi:

1. KnuenT otnpaBnaet HTTP-3anpoc K pecypcy, yka3biBas ero
naeHTuduKaTop
2. Beb-cepBep o6pabaTbiBaeT 3anpoc 1 Bo3BpawaeT HTTP oTeeTr

Mpumepbl Be6-cepBepoB:

® Apache
® Nginx
® Python http.server 1710



KnueHTbl Be6-cepBepoB

MpumMepbl KNMEHTOB Beb6-cepBepoB:

® bpayzep
® YTUNuUTbI KOMaHAHoOW cTpokm (curl, wget)
® [Ipyron Beb-cepsep (reverse proxy)

® CepBepHoe npunoxeHue (backend npunoxeHue)
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Pecypcbl npegocTaBnsemMbie Be6-cepeepom

Pecypc - abcTpakTHas cywHocTb, ngeHtudunumpyemasa URL, poctyn K KoTopom
npegocTaBnaeTca yepes Beb-cepsep.

NMpumepbl pecypcoB:
e ®daiin (HTML chain rotosblit unu 06paboTaHHbIN, 6UHapHbIe dalnbi)
® [lMHamMuyecku creHepupoBaHHbIE OaHHbIE
® 3anucu B b/,

® CocToAaHMe cepBuca

® [Ipokcupyemble pecypchbl Apyroro cepeuca
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Uniform Resource Locator (URL)

F Authority

e e —
Scheme L}Dumum Name Port I-}Parh to the file Parameters Anchor

https://developer.mozilla.org/en-US/docs/Learn_web_development...
https://habr.com/ru/articles/190154
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https://developer.mozilla.org/en-US/docs/Learn_web_development/Howto/Web_mechanics/What_is_a_URL
https://habr.com/ru/articles/190154

Request

POST / HTTP/1.1

Host: developer.mozilla.org
User-Agent: curl/8.6.0
Accept: */*

Content-Type: application/json
Content-Length: 345

{
"data": "ABC123"

}

——— Start line ——

———— Headers

—

—_—

Empty line ——

Body

—_—

B ——

Response

HTTP/1.1 483 Forbidden

Server: Apache

Date: Fri, 21 Jun 2024 12:52:39 GMT
Content-Length: 678

Content-Type: text/html
Cache-Control: no-store

<!DOCTYPE html=>
<html lang="en">
(more data..)

https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/Messages
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/Messages

JeMOoHCTpauuma: 3anycTum npocrou Beb-cepsep

UTo nocmoTpum:

® 3anycKk CTaTUYeckoro U AUHamMmu4eckoro Beb-cepeepa
® O6palwieHune K Beb-cepBepy 13 bpay3epa, developers tools

® O6palweHune K Beb-cepBepy € nomoLbHo curl
Ademo-peno3utopuis:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

Mpokcu cepBep — cepBep-NOCPEAHUK MEXAY KNMEHTOM (KTO 3anpalunsBaeT
pecypc) 1 cepBepoM (KTO NpeaocTaBnseT pecypc)

Forward proxy: Reverse proxy:
® KnueHT = lNpokecu > NIHTepHeT ® HTepHeT - lMpokcu > CepBep
® CKpbIBaeT KNUeHTa OT cepBepa ® CKpbiBaeT cepBep OT KNUEHTA
® [lpumep: KOPNOPATUBHbIN ® [lpumep: nginx nepeg,
NpoKcK NPUNOXXEHUEM
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| Forward Proxy vs. Reverse Proxy

Forward Proxy Reverse Proxy
LAN
User A User B User C
User A User B User € — v «—

Forward Proxy

i EEE N’ NGINX

4 Reverse A
<+ —» Proxy

Web Server A Web Server B
Web Server A Web Server B LAN
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https://youtu.be/4NB0NDtOwIQ?si=PTjH0R9xBrfBxlBr

J.eMOoHCTpaumsa: nginx B KauecTBe reverse proxy

UTo nocmoTpum:

® MapLpyTu13auma rno nopTam
® MapuwpyTtusauua no path

® MapuwpyTtumsauma no 3aronosky Host
Ademo-peno3utopuis:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

YT0 3anOMHUTb

® HTTP — ocHoBa Be6-KOMMyHUKaLmu (3aronoBKK, CTaTyC KoAbl)
® Forward Proxy — KnMeHT > NPOKCU > UHTEPHET

® Reverse Proxy — vHTepHeT > NpoKcu > cepeep
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