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TepMuHan — yCTpPOMCTBO, UCNONb3yemMoe Ans B3auMonencTBus nonb3osartens C
KOMMNbIOTEPOM Yepe3 KOMaHaHYyr ob6onouky OC.

DMynATop TepMUHanNa — rpaduyeckoe npunoXkeHne onsa paboTbl C KOMaHAHOM
o6onoukon OC.
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KomanpHasn o6onouka (shell) — nporpamma, npefocTaBnsatoLWwas TEKCTOBbLIN
MHTepdenc onAa B3aMmMoaencTBmA Nonb3oBaTena C ONepaLnoHHON CUCTEMON.

Bupbl B3aumMmoaencreum:
® 3anyck n ynpaBneHue nporpaMmmMmamMum
® YnpasneHue (pannoBon cuctemon

® AOMWHUCTPUPOBAHUE CUCTEMBI

[ ) ABTOMaTMBauMHIACKpMHTMHF
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YpaneHHbin goctyn K shell

Telnet — ceTeBOM NPOTOKON 4N B3aMMOLENCTBUA C KOMaHAHOM o6onoukor OC
yOaneHHoro cepeepa.

192.168.56.1 192.168.56.103
=
L1 <> -I
Operator
laptop Remote
server
1s /
telnet | telnet
client <€ server
/home

/var
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192.168.56.1 192.168.56.103
DE
o -\ LAN IIII
Operator
laptop Remote
server
1s /
telnet » telnet
client [< server
/home

/var
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Secure Shell (SSH) — kpunTorpaduyeckuii ceTeBoi npoTtokon ansA 6esonacHoro
B33aUMOLENCTBUA C KoMmaHgHom o6onoykon OC yoaneHHOro cepeepa.

192.168.56.1 /! 1192.168.56.103
E =1
L 1< — -I
Operator
laptop Remote
server
1s / -> fe=<i -> 1s /
ssh ?1  ssh
client [« server
h /home . /home h
Jvar = < Jvar
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SSH key authorization

SSH Key Authentication

- Inititate SSH connection
)
= Send random challenge message Public Key

AL Encrypt message with private key

——o e

C — =) Decrypt message with public key
: If messages match, client is authenticated
Client Server
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TyHHEﬂVIpOBaHVIE — TeéXHOoNnormAa nHKancynAaumm ogHoro CeETeBoro NpoTokona B
.D,DYFOVI AnAa co340aHUA KaHana nepenayun AaHHbIX

HasHauveHue:

® O6xop ceTeBbix orpaHuyeHuii (NAT, firewall)

® ObecneyeHne 6e30nMacHOCTU Nepenayun AaHHbIX
MpuHumn paboTbi:

1. NcxopHbi TpadvK yNakoBbIBaeTCA B APYrov NPpOTOKON
2. lNepepaeTcsa yepe3 NPOMEXKYTOYHbINA CEpBEP
3. PacnakoBbIBaeTCA Ha CTOPOHe nonyyaTensa
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Local Machine

Remote Server

ssh -L 3307:localhost:3306 root@remotehost
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Slaver

192.168.1.101
{private network)

1. You can not access the
slaver behind firewall or NAT
directly

https://github.com/aploium/shootback
a reverse TCP tunnel let you access target behind NAT or firewall

4.The Master is an
Slaver Internet server, which
192.168.1.101 listens slaver’s and
{private network) b.Your connectio your connections
ill be tunneled to
laver by reusing
it's TCP
connection.

2. But slaver can take
the initiative to access
the Internet

3. In shoothack case, it
will connect to the Shootback is completely
Master transparent to you.

‘ python slaver.py -m 22.33.44.55:10008 -t 127.0.8.1:22
ssh 22.33.44,55 -p 18022

|| python3 master.py -m 0.0.0.0:16600 —c 0.0.6.0:16022

6.Now you have the
access to the slaver
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AemoHcTpauusa: TyHHenupoBaHue yepes SSH

YTo nokaXkem:

® 3anyck Beb-cepBepa Ha yaoaneHHOW MalUnHe
® Co3paHue SSH TyHHenA: nokanbHbIA NOPT = yOaNeHHbIN cepBuc
® JlocTyn K yAaneHHOMy CepBepy Yepes noKarnbHbIN NopT

® [lepeHanpaBneHune 3aNpoCoOB C yAaNneHHOro cepsepa Ha NokanbHbIA NOPT
demo-peno3utopui:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

FRP: reverse proxy + TyHenb

Fast Reverse Proxy (FRP) — 06paTHbIi1 NpoKcK cepBep C NoAAep Ko
TYHHENUPOBAHUA [0 KNUEHTOB

Boamo)xHoctu FRP:

® HTTP TyHHENnu

® TCP TyHHenu

® UDP TyHHEnu

® PaboTta uepe3 NAT u firewall

ApxuTeKTypa:

KnuneHnT > FRP Server < FRP Client < CepBep
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User

User

User

Y

frps with public IP address

tcp or http
service

tcp or http
service
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AemoHcTpauusa: FRP B pencreum

YTo nokaXkem:

® YcTaHoBKa 1 HacTponka FRP knueHTa
® Co3paHue HTTP TyHHena ona Beb-cepBepa
® Co3paHue TCP TyHHensa gna SSH pocTtyna

® [locTyn K BHYTPEHHUM CEPBUCAM Yepe3 BHeLUHUA AOMeH
demo-peno3utopui:

https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-
tunneling
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https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling
https://github.com/prafdin/devops-course-demos/tree/webserver-proxy-tunneling

YT0 3anOMHUTb

® HTTP — ocHoBa Be6-KOMMyHUKaLuK (3aronoBKu, CTaTyC KoAbl)
® Forward Proxy — KNnUeHT - NPOKCU > UHTEPHET
® Reverse Proxy — MHTEpHET > NpoKcu > cepBep

® TyHHenupoBaHue — CO343HUE KaHana nepenayu gaHHbIX Yepes CeTb

Bonpochi1?
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