Cl1/CD naunnavH
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UTo Mbl UMeeM nocne NpoLnon neKkuum

ABTOMaTu3auuAa yepes webhook paboTaet:
® Git push > 3anyck TecToB, aBTOMAaTUYECKUI OENMOn
Ho:

® l13meHeHus Bebxyk cepBepa TpebyroT py4HOro BMELLATENLCTBA

® Het MPOCTOro gocrtyna K noramMm CKpunToB, HET CTaTyCa gennoAa
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https://github.com/prafdin/devops-demo-website/tree/webhook-demo

NHpycTpuanbHblie peweHus

B PeanbHbIX NPOEKTaX UCNOoNb3yHOT roTOBbIE I'IﬂaTdJOprI:

® Jenkins — cambii nonynAapHbIn, self hosted

® GitHub Actions — BcTpoeH B GitHub, ectb 6ecnnaTHbIN pexxum
® GitLab Cl — BcTpoeH B GitLab, ectb self hosted pexxum

® Azure DevOps, TeamCity, CircleCl...

O6w,aa ngena: BMecTo cBoero webhook cepsepa ncnonb3yem nnatdopmy

(oThenbHOe npuno>keHune), KOTOpPasA NO3BONSAET BbIMONHATbL CKPUNTHI NO
cobbiTnam B Git peno3utopuu.
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MpeumyLiecTBa U He[OCTaTKU NNaTopm

Mniocobi: MuHycCbI:
® HapeXXHoCTb ® [lononHuUTenbHaa CNOXXHOCTb
® MacwTabmpyemocTb ® (CBOW A3blK aBTOMaTM3auumn
® YpobcTteo ® OrpaHu4YeHHbIe BO3MOXKHOCTHU

® /HTerpauum

® [lepencnonb3yemMbie CKpUNThI
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KoHuenuusa Pipeline

Y Bcex 3Tux nnaTtdopMm ectb 06ww,as KoHuenumsa — Pipeline

Pipeline — nocnefoBaTenbHOCTb WAaroB aBTOMaTM3auun, 3343BaeMasn B
KOHUrypauum cucTembl.

TuNUYHbIE Waru:

nonyuYnTb KoA U3 git penosutopus;
cobpaTb Nnpunox<eHue, Npyu HeobxoaMMocCTy;

3anyCTUTb TeCThbl,

B wWwnN =

334€eMnNouUTb Ha cepeep.
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GitHub Actions

GitHub Actions peanusyeT KoHuenuuo pipeline yepes onncaHme NpoLECCOB
aBTomaTu3auum B YAML dannax.

Ba3oBble NOHATUA:

® Workflow — onucanue pipeline B YAML cawine;

® Job — rpynna cBA3aHHbIX Waros (Hanpumep, "TectTuposaHue”);

® Step — shell ckpunT unu BLI3OB action;

® Action — roToBbIt Habop LWaros aBToMaTu3aumm (Hanpumep, "NpoTecTUpy
dotnet npunoxxeHue");

® Runner — cepBep, BbinonHaowmn workflow.

CrpykTtypa: Workflow conepxut Jobs, Job conepxut Steps

Tpurrepsi: push, pull request, pacnucaHue, pyyHoi 3anycK <1


https://yaml.org
https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-syntax
https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows

GitHub Actions Components

Workflow

Action
Action

Action

Action

Action
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AemoHcTpauusa: NepeHocum webhook Ha GitHub Actions

3apada: BoCnpom3BecTu noruky Hawero webhook cepeepa B GitHub

YTo nokaXkem:

® Kak pobaButb workflow B GitHub penosuTtopui
® OnucaHue workflow

® PaboTa c cekpetamu B GitHub Actions

demo-peno3uTtopuii:
https://github.com/prafdin/devops-demo-website/tree/cicd-demo
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https://github.com/prafdin/devops-demo-website/tree/cicd-demo

Webhook vs GitHub Actions pipeline
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UTo npon3onaeT, ecnu B OCHOBHYHO BeTKy nonageT
HEeKOPPEeKTHbIN Kopg,?
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MocnepcTBuA HEKOPPEKTHOrO KOA3a B OCHOBHOM BeTKe

e CnomaeTca oennou;
® Ha npop nonageTt HEKOPPEKTHbIN Ko,

® [pyruve pa3paboTumKku Nony4aroT HECTabUNbHOE COCTOSAHUE MPOEKT];

OcHoBHaA BeTKa 6e3 33aw,uThl NepecraeT 6biTb HAaA4E>KHbIM UCTOYHUKOM O
COCTOSIHUM NMPOEKTa.
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Quality gate gna uHTerpauum Kopa B 0OCHOBHYH BETKY

Llenb: OCHOBHaA BETKA A0MKHA OT06pa)KaTb nocnegoHee ncnpaBHoe coctoAHue
NnpoeKTa.

Quality gate — MexaHU3M NPOBEPKU U3MEHEHUI NEPEes, UX UHTErPaLUEN.

3apava quality gate ana koga:

® NpoBEPSTb COOTBETCTBUE TPEOOBAHMAM NPOEKTA: CTAaNNYEKep, NUHTEP,
TecTbl;
® He O0MNyCKaTb MHTErpauuio HEKOPPEKTHbIX U3MEHEHUI B OCHOBHYH BETKY.
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BapuanT QG: git hooks

Local Repository Remote Repository

Changes +o commit Commit Push Repository Update

] =% —O— x —cp—x—"]— %
A
| |

Pre—commit Fost-commit

Fo.s‘f-r‘eceiva

https://blog.gitguardian.com/git-hooks...
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https://blog.gitguardian.com/git-hooks-automated-secrets-detection/

BapuanT QG: pull request checks

Merge branch and
auto-redeploy ETL job

Checkout
branch

main

\ @ ® ) ® GitHub

\ Commit Openpull  Automated Approve 7 Actions
\ changes request testing pull request /

development

GitHub
Actions

Commit
fixes

https://innerjoin.bit.io/making-a-simple...
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https://innerjoin.bit.io/making-a-simple-data-pipeline-part-4-ci-cd-with-github-actions-733251f211a6

JeMoHCTpauma: HacTpaMBaeM NPOBEPKU ANA UHTErpauum Koaa

3apava: o6aBMTb NPOBEPKU NPU UHTErPaLUKN KOA3 B OCHOBHYH BETKY
peno3suTopus

YTo noka)kem:

® HoBsbihn workflow gns npoBepKu Npu UHTErpaLum

® 3anpeT paboTaTb C BETKOW HAMPAMYHO

demo-peno3utopuis:
https://github.com/prafdin/devops-demo-website/tree/cicd-pullrequest-demo
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https://github.com/prafdin/devops-demo-website/tree/cicd-pullrequest-demo

Haw pipeline — 310 CI/CD pipeline

Mo3ppaBnaem! Mbl Tonbko uTo co3panu CI/CD pipeline

CI/CD — cobupaTenbHbIi TEPMUH AN 33434 N0 aBTOMaTusauum pa3paboTku:

® Cl — Continuous Integration (HenpepbIBHasA UHTErpaLus)

® CD — Continuous Deployment (HenpepbiBHOE pa3BepTbIBaHUE)
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akoe Clu CD

Cl 3ap3um 3TO WNO3bI:
® [IUHTUHI
® TecThl

® CkaHepbl 6e30nacHOCTU

Lenb: y6eouTbCca 4To KOp,
cooTBeTCcTBYeT TpeboBaHuAM

CD 33pauu 310 npeobpa3oBaHuA:
® CbHopka npunoxkeHus

® [lybnukauma n obHoBNeHUE
NPUNOXKeHUSA

Llenb: U3MEHUTb COCTOSIHUE
aptedakTa
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® https://martinfowler.com/articles/continuousintegration.html
® «lpokaem Continuous Delivery» Kpuctu YuncoHn
® «GitHub Actions in Action» Michael Kaufmann

® «Continuous Deployment» Valentina Servile
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https://martinfowler.com/articles/continuousIntegration.html

